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GPA Products

e Grid Solutions Framework

e openPDC

o SIEGate (supersedes openPG)

e openHistorian

e openXDA

« PMU Connection Tester

 GEP Subscription Tester

« New: PDQTracker

e New: substationSBG (Secure Buffered Gateway)
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GPA Project Relationships

Grid Solutions Framework
(GSF)

http://gsf.codeplex.com/

GSF Implementations:

openPDC / openHistorian / SIEGate
http://openpdc.codeplex.com/
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Multiple Open Source Projects
Codeplex Hosted

Grid Solutions Framework

— http://gsf.codeplex.com/

Secure Information Exchange Gateway (SIEGate)

— http://siegate.codeplex.com/

Open Source Phasor Data Concentrator (openPDC)
— http://openpdc.codeplex.com/

Open Historian

— http://openhistorian.codeplex.com/

PMU Connection Tester
— http://pmuconnectiontester.codeplex.com/
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http://gsf.codeplex.com/
http://siegate.codeplex.com/
http://openpdc.codeplex.com/
http://timeseriesframework.codeplex.com/
http://pmuconnectiontester.codeplex.com/

Benefits of CodePlex Hosting

Team Foundation Server project source control

— This directly integrates with Visual Studio

Project contributor forks or patches

— This allows contributors to suggest formal code updates
Project release downloads

— This allows us to control major releases and track
downloads

Discussion forums & mailing lists

— This allows users to help users and request community
help

Wiki and documentation pages
— This allows up-to-date online documentation

Bug and feature request tracker

— This allows users to post issues for resolution
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Accessing Online Documentation

« All online documentation is continually
updated by both GPA and contributors.

e Typically you need only go the project’s
CodePlex site in question and click the
“Documentation” tab to get started with
system documentation.

* For example, here Is the openPDC

Documentation Link - on this page you can
navigate to:

— Getting Started

— Frequently Asked Questions
— Major Component Overviews
— How-to Guides, etc.
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http://openpdc.codeplex.com/documentation

GPA Development Framework

Grid
Solutions
Framework
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Grid Solutions Framework (GSF)

 New software development platform that was

8

Initially created as a combination of the Time-
Series Framework and the TVA Code Library
with a goal to increase performance and security

Full namespace refactoring and projects
targeted to compile with the new Microsoft 4.5
Framework (Released August 2012)

New core features and improvements are only

implemented in the http://gsf.codeplex.com/
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http://gsf.codeplex.com/

Grid Solutions Framework Purpose

 General purpose open source library of .NET
code used by many utilities and various open
source projects that contains a large variety
of code useful for nearly any .NET project.

e Consists of hundreds of classes that extend
and expand the functionality included in the
NET Framework making more complex .NET
features easier to use and adds functions not
Included in the .NET Framework.

* Used since It provides a standard
development platform, improves development
speed and increases reliability.
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GSF Primary Assemblies

0O GSF.ServiceModel.dll
&' GSF.Security.dli
8" GSF.TimeSeries.dll

O GSF.Coredil O’ GSF.Communication.dll 0 GSF.PhasorProtocols.dll

O GSF.PQDIF Il

0" GSF.Net.dll

0" GSF.Media.dll

66 Total Assemblies, Over 329,000 Lines of Code and Comments,
200,000 Lines of Code without Comments
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All Latest Products are
Built using GSF

GPA Products
SIEGate PMU Connection
PDC
open (openPG) Tester ]
openXDA . )
openFLE openHistorian .. and others

Platform Building Blocks

Time Series Processing Core
Low Level Services Security Services

MS Framework Class Library
Common Language Runtime

Operating System
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GSF Time-series Library

e Core collection of classes used to manage,
process and respond to dynamic changes
In fast moving streaming time-series data
In real-time.

* Allows applications to be architected as
measurement routing systems using
“Input”, “Action” and “Output” adapter layer.

 Any application can host the framework
which will allow a system to become a
“real-time measurement bus”.
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Measurements

Numeric quantities that have been acquired
at a source device are often known as
points, signals, events, or time-series
values. Inside GSF they are known as
measurements:

— Examples include: temperature, voltage,
vibration, location, luminosity and phasors.
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Tutorial Grid N\GCSE/ GRID
User Forum 2014 Salutiuns%x;N A\ \‘ (l} PROTECTION
© 2013 Grid Protection Alliance. Fn:l m EWQ]"I{ s / A 4 ALLIANCE



Understanding “Measurements’

* A"measurement” as it is understood in the Grid
Solutions Framework has many aliases:

— Signal
— Point
— Tag
— Time-series Value
e The primary components of the measurement

ale.
— Timestamp
— Value
— ldentification
Tutorial Grid N\ GSE/ GRID
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Measurement Structure

Unique ID

Timestamp

Value

Quality
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Measurement ldentification

e Guid:

— 128-bit randomly generated integer that is
statistically going to be unique in the world,
examples:

« 7ACDEE91-661B-42A0-82C1-081090D0CA38
 532863E4-8C3A-4F84-8366-0C8A4711EAGF
« 4E3548FD-470E-45DF-8C44-138936805BB6

e Measurement “Key":

— Two part identifier represented by a “Source”
string and a numeric “ID”, examples:

e PPA:2
e STAT:42
« SHELBY:39
Tutorial Grid | \GSF/ M\ GRID
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Overview of the Adapter Architecture Layer

Measure ': i }
Tutorial Grid \BEE/ GRID
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Scalable Adapter Distribution
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Interface Obligations

linputAdapter

Producer )

N

Craates Mew Data

IActionAdapter

Consumer /
Producer

«  Creaies New Data
» Processes Data

IOutputAdapter

( Consumer )

. Processas Measuraments

e av
F’arsi_ng Processing Processing
Mapping Sorting Queuing
Creation Creation Dissemination
Tutorial GRID

User Forum 2014

© 2013 Grid Protection Alliance.

Grid I cs7e
Snlutiunsw;fj_

Framework

Y PROTECTION
J ALLIANCE




Input Adapters

~

e Collect and parse
Purpose: streaming data, assign
MAP Incoming measurements

an |D.
_4
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Output Adapters

~

PUI’pOSG' e Queue up measurement
data for transmission to

QUEUE archival systemes.

J
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Action Adapters

Purpose: e Sort measurement data
by time and process the

SORT data for same time-slice.
Tutorial Grid \Wg;‘/} , GRID
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Concentration »

-

_ _ ync ronize
/A Measurements
( Device

1 )

i

Action Adapter Layer ( ’E:"J

P N

Qutput Adapter Layer
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The Configuration Data Structure
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Phasor Data Concentrator

openPDC.
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What 1s a PDC?

e Phasor Data Concentrator (PDC) — Receives and time-synchronizes phasor data
from multiple PMUs to produce a real-time, time-aligned output data stream. A
PDC can exchange phasor data with PDCs at other locations. Through use of

multiple PDCs, multiple layers of concentration can be implemented within an
individual synchrophasor data system.

From NERC RAPIR Report Draft, June 2010

Regional
Control Center
Server(s)

Super-PDCs

Transmission
Owner
Server(s)

Phasor Data
Concentrators

Local

Ruggedized PDCs

Substation
Equipment

>
10 100 1000

Number of PMUs '
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How Is a PDC typically used?

* To create a time-synchronize
measurement data set

n the substation
~or the Transmission Operator

~or the Reliability Coordinator

 To distribute phasor data to applications

 To parse C37.118 for use by other
systems

27
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Who “touches” a PDC?

e APDC is like an RTU-Data Concentrator
for a SCADA system

« PDC'’s are back-office tools,
administered by specialists, that are
likely to soon be part of critical
Infrastructure

 For compliance and good configuration
control, PDC change Is tightly managed
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Who are some PDC Vendors?

e GPA - o0penPDC

o Alstom Grid — openPDC & Psymetrix
e Electric Power Group — ePDC

e Schweltzer

 General Electric

o Kalkitech
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openPDC Is adapter based
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openPDC Components

_______________ v ,@

i
| Remote :4
| Console |
1

F

— /
7 openPDC

—  Service ¥

Data : /
Historian @ Input Adapters j
@ Action Adapters j
2C) Output Adapters j Open PDC
@ Real-Time APl | Mana ger
\ o
8 (on) (98) .\
PMU Database Migration
Connection Tester I/ Install/Setup Package T/ Utility
-
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openPDC Features

High performance for the largest of installations
Extreme configuration flexibility

Preserves data integrity of incoming data streams
Produces down-sampled real-time data streams
Independently handles real-time and archival functions
Horizontally and vertically scalable

Low-latency, preemptive frame publishing

Included performance historian logs highly granular operational
statistics

Extensible through the creation of input, action or output
adapters

Many instances can be remotely configured through a single
configuration application

A growing and active open source community
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openPDC Specifications

* |nput Protocols

— |EEE C37.118-2005

— |EEE C37.118-2011 (Beta)

— |EC 61850-90-5

— SEL Fast Messaging

— Macrodyne N and G

— |EEE 1344-1995

— BPA PDC Stream

— UTK FNET

— DNP3 (Beta)

— Gateway Exchange Protocol (GEP)
e Output Protocols

— |EEE C37.118-2005

— BPA PDC Stream

— Gateway Exchange Protocol (GEP)

— Inter-Site Data (ISD) purchased from Alstom Grid

GRID
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openPDC Specifications

(continued)

« Communications Standards
— TCP —1Pv4 and IPv6
— UDP Unicast and Multicast, IPv4 and IPv6
— Serial (input only)
 Operating System
— Windows Server 2008, R2 recommended
 Hardware Requirements
— Multi-processor / multi-core systems recommended
— Tested on single core, fanless systems with as little as 2 GB of RAM
e Configuration System

— Avrelational database is recommended to house configuration data. Supported
databases are:

* MS SQL Server

« MySQL
 Oracle
e SQLite
A
Tutorial GRID
34 User Forum 2014 OPER ( \ PROTECTION

" ALLIANCE

© 2013 Grid Protection Alliance. GRID PROTECTION ALLIAMCE




Tutorial
User Forum 2014

© 2013 Grid Protection Alliance.

PMU Connection Tester
Included with openPDC

¥ PMU Connection Tester E@@

File  Help
[=) & Connection Parameters
Tcp | Udp | Serial | File Default IP Stack: |Pvd | Erotoco||
[] Enable Multicast / Remate Udp
LocalPart: | 8800 Device D Code: | 235 Ve 1S

Command:

Disable Real-time Data R

PML D Code: 1 Configured frame rate: 30frames fsecond
“i, | 59.9744 =
SHELEY Y| =" | 59.9698 T
Fhasor: (Selected is reference angle] S,. 59.9652 5:-;_
& | 59.9606 g
V: 500 KV Bus 145 ¥ 5 | 59.9560 g
Phaszors: 5 Mominal 3 z
PO Frequency: ' | 180 500k Bus 1+5%
nalogE: = 500 kW Buz 2 +5V
E0Hz T an
Digitals: 1  Cordova+31
0 — Dell +51
" Lagoon Creek +51
Power. -208.1425 Mw/ -90
Wars: -35.5455 My ars -180
-] Graph |‘_&‘ Settings | 73] Messages | 4] Protocal Specific

(=) Fiealtime Frame Detail

Frame Type: DataFrame Afp 01 00 44 00 EB 4C D9 71 A2 00 D5 55 54 00 00 48 92 63

. 9C BF 34 A9 D9 48 91 E3 E4 BF 34 8C 6F 43 6A& €5 33 40 11
e AT U R 12 27 43 FF 37 54 BF 34 C7 E3 43 55 24 €3 BF C7 BE 0D 42

Frequency: 59.9780 Hz 6F E9 79 3E OF 5C 29 00 00 25 OB
Angle:  -40.4 345866377867
Magnitude:  299.8049 [519.2773] kY

Display | Henadecimal v

Total frames: | 139 Frames/sec: 0.0000 Total bytes: 9798 Bitrate (mbps): | 0.0000  Queued buffers: | 0
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GEP Subscription Tester
Included with openPDC

. | S

-
&% GSF Graph Line

Gateway Exchange Protocol Subscription Tester

Replay
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Who else uses the openPDC?

e In operational service at TVA since 2004

e Other North American production

deployments include WECC, OG&E
Dominion, Southern Company, Duke, ISO-NE,
~P&L, AESO, PG&E and others

e Large community. There have been over
2,000 downloads of the openPDC since
version 1.5 was released.
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openPDC Manager Home Screen

Outputs Gateway Adapters Monitoring Manage

— Guick Links

CORDOVA II I _OORDOVAF -

Graph Measurements

Stream Statistics

’;\,_/\‘
_-\Y /\/\ ,f,_\_/\/"ﬁ\f\ VNS \/'f\"'_'\ Mn\\fﬁ \/\'\ / \_V:-.\.

Add New Device

Manage Devices

Manage Output Streams

Remote System Console

55.96
Restart openPDC

— System Health (Last Refreshed: 16:26:13.045)
Instance Type &4-bit Counter

— Current Configuration

Server Time
Local Time

Current Usar

2012-11-06 16:26:13.045
2012-11-06 16:26:12.045
GPA\arkrohne

Version Information

Server

Manager

1.5.155.0
1.5.159.0

Database Information

Type

sqLite
opanPDC.db

CPU Utilization

I/0 Data Rate

I/0 Retivity Rate
Process Handle Count
Process Thread Count
CLR Thread Count
Worker Threads

I/0 Port Threads
Thread Queue Size
Lock Contention Rate
Process Memory Usage
CLE Memory Usage
Large Object Heap
Exception Count
Exception Rate

IPv4 Outgoing Rate
IPv4 Incoming Ratce
IPvé Outgoing Ratce
IPvEé Incoming Rate

Zvrersge & / CEU
Hilcbytes [ sec
1035.85 Cperations / sec
531.00 Total Handles
E3_00 System Thresds
51_00 Managed Threads
1.08 2.00 Retive in Pool
000 0.00 Aetive in Pool
0_00 0._00 Waiting Threads
0.01 020 Attempts / sec
425 &% 375 42 Megabytes
20._82 39_52 Megabytes
7.10 12_53 Megabytes
2_E8 4._00 Total Excepticons
0.0Z .40 Exceptions / sec
7.78 22.85 Detagrems [ sec
85_52 148.53 Detagrams / sec
2.55 23.13 Detagrems / sec
0_53 2.35 Datagrams / sac

Statistics calculated using last 120 counter values sampled every 5.0 seconds.
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openPDC Manager Home Screen

Select
Instance to

— GQuick Links

Grl

Configure

Manage

Difault

CORDOVA H I _CORDOVAIF =

Stream Statistics

Add New Device

Manage Devices

Manage Dutput Streams

Remote System Console

Restart openPD{C

— Current Configuration
Instance Type 6&4-bit
Server Time 2012-11-06 16:26:13.045
Local Time 2012-11-06 16:26:13.045
Current User GPA\arkrohne
Version Information
Server 1.5.155.0
Manager 1.5.159.0
Database Information
Type SOLit=
Name openFDC.db

/ A
/\/’\ ;}_\\/\/f\ \\r.n"\\/\/\/"r \__/ ‘\/'/\“---—-\ M".\ \ / \_V—\.\
V )

o

55.96 —

— System H:

Counter]

Select Point to Display
in Real Time

n Unics

Average % / CPU

I/0 Botivity Rate
Process Hendle Count
Process Thread Count

CLR Thread Count
Worker Threads

Thread Queus Size
Lock Contenticon Rate
Brocess Memory Uszge

CLE Memory Uszge
Large Object Heap
Exception Count
Excepticn BRate
IPv4 Outgoing Bate
IPv4 Incoming Bate
IBPvE Outgoing Rate
IPvE Incoming Rate

L R
=]
S = T

= R s N

[

Kilebytes / sec
Operations / sec
Total Handles
System Threads
Menaged Threads
Betive in Pool
e in Pool

Attempts
Megabytes
Megabytes
Megabytes
Total Excepticns
Exceptions / sec
Datagrams / sec
Datagrams / sec
Detagrams / sec
Detagrams / sec

| Statistics calculated using last 120 counter values sampled every 5.0 seconds.
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Connect to a Device

penPDC Manager - GPA\arkrohne

& openPDC Manager

Home Devicas Outputs

Manage Device Cortfigurtion

Acronym ™ I

MULTI

Namel

ID Code (Access ID) ™ |235

Company

Select Company l]

Protocol

IEEE C37.118-2005 :]

‘Connection String

transportprotocol=Udp:localport=5000
rserver=233,123,123, 123 ;remobeport=
S000;interfaca=0.0,0.0:

Data Loss Interval I 3

Allowed Parsing Exception ™ I 10

Delayed Connection Interval ™ I 3

Langitude I

Interconnection

I Skip Disable Real-time Data [ Allow Us= Of Cached Configuration

Select Interconnection l]

Runtimz ID 9 Initialize |

Concentrator Device List

Acronym

BULLRLIN
COLLINSVILLE
CORDOVA
CUMBERLAND
HEMDERSON

Tutorial
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Bullrun
Caollinsville
Cardova
Cumberland

Hendsrsan

Concentrator | Select Davice

Time Zone | Select Time Zone

Frames Per Second |30

Histarian | PPA

Device Vendor | Salect Vendor Device

Alternate Command Channel

Time Adjustment Ticks ™ Io
Parsing Exception Window ™ |5

Measurement Reporting Interval = I 100000

Lattude |

I Auto Start Data Parsing Sequence [ Concentrator

[T Connect On Demand ¥ Enabled

* Delete 'n Clear

open
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Connect to a Device

= openPDC Manager - GPA\arkrohne
& openPDC Manager

Outputs

Home Devices

Manage Device Cortfigurtion

Name of
Connection

Acronym [1um

CElect Devee

Namel

ID Code (Access ID) ™ |235

Time Zone | Select Time Zone

Company I Select Company

Protocol

IEEE C37.118-2005

Connect to

‘Connection String

Data Loss Interval I 3

Allowed Parsing Exception ™ I 10

Delayed Connection Interval ™ I 3

transportprotocol=Udp:localport=5000
rserver=233,123,123, 123 ;remobeport=
S000;interfaca=0.0,0.0:

= | another PDC

Time Adjustment Ticks ™ I o

Parsing Exception Window ™ IE
w

Langitude I

Interconnection I Select Interconn ection

I skip Disable Real-time Datz [ Allow Us= Of Cached Configuration b Auto St3

Runtimz ID 9 Initialize |

Concentrator Device List

BULLRLIN
COLLINSVILLE
CORDOVA
CUMBERLAND
HEMDERSON

5 Set tolerances for Error
Reporting and

"= Reconnection Attempts
iy =

Tutorial
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Input Configuration

= openPDC Manager - GPA\arkrohne
& openPDC Manager

Home Devicas Outputs ¥ Ad itori Manage

Input Devics Configaration Wizard
Step 1: Configure Connection Settings
Stap 2t Salact Device Configuration Sattings
Step 3: Selact Davices to Configure El  Device acronym alrzady evists in the database.

Acronym Longitude Latitude Digitals Analogs

| BuLLRUN |Eu||'u'| |-98.6 |37.5 Fo [No =

| COLLINSVILLE | Callinsville | 98,6 | 7.5 Mo Mo

| corpova | Cordova | 98,6 | 7.5 o [ o

Label Type Phase

T

| 500 k\ Bus 2 +5V

| 500 kv Bus 1 +3v

G|

I Haywaod +51

ISheIh',- +51
| Benton +S1

q x

EEEERE

Q|

| Freeport +51

| cumesrLAND

| Cumberland

ax

[HenpERSON

| Hendersan

T

[ Lownipes

| Lowndes

T

[ MARSHALL

[ Marzhall

T

|riDGEDALE

| Ridgedale

T

| SHELEY

[Shelby

| voLunTEER:

| Voluntesr

<=

| CALLAWAY

| Callaway

Ly

Pravious |

Tutorial
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Input Configuration

= openPDC Manager - GPA\arkrohne

& openPDC Manager

Home Devicas Outputs

Input Devics Configuration Wieed #é—— 00000
Step 1: Configure Connection Settings
Stap 2t Salact Device Configuration Sattings

Step 3: Selact Davices to Configure

Click on Row to

Expand : -

o

T

| 500 k\ Bus 2 +5V

| 500 kv Bus 1 +3v

G|

I Haywaod +51

V-
v

Digitals Analogs

o
o
I [0

ISheIh',- +51

q x

IBeﬂbon—SI

>

Q|

| Freeport +51

Can Edit (over-

| cumesrLAND

ax

| Cumberland

[HenpERSON

| Hendersan

ride)

T

[ Lownipes

| Lowndes

T

[ MARSHALL

[ Marzhall

C37-118 Labels

T

|riDGEDALE

| Ridgedale

T

| SHELEY

[Shelby

| voLunTEER:

| Voluntesr

|86 [37.5

<=

| CALLAWAY
r

| Callaway
r

| T | I7E
r r

A

Pravious |
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Review Real Time Values

Tutorial

openPDC Manager - GPA\arkrohne

& openPDC Manager

Home Devices

Outputs

StatusFlag Reference  Display Seftings  Refrash Inerval:

10 sec Last Refresh: 21:24:05.085

PPA:S0E
PPA:S0Z
PPA:E0S
PPA:S11
PPA:513
PPA:S1S
PPA:E1T
PPA:S1S
PPA:S21
PPA:523
PPA:S0E
PPA:S10
PPA:E12
PRA:514
PPA:E1E
PRA:51E
PPA:E20
PPA:522
PPA:EO7

User Forum 2014

© 2013 Grid Protection Alliance.

El @ DANIEL-BIGCRK

Cordova Status Flags
Cumberland

Cumberland Frequency Delts (dF/dt)

Cumberland Frequency

Cumberland Ststus Flags
Daniel-Bigcrk

Daniek-Bigerk Frequency Delta {dF/dt)

Danigh-Bigerk Frequency

Caniel-Bigerk Status Flags

21:24:01.433

01.433
21:24:01.433
21:24:01.433

IEEE €327.118-2005
21:24:01.433

21:24:01.4332
21:24:01.433
21:24:01.4332

21:24:01.433
IEEE C37.118-2005
21:24:01.4332

21:24:01.433
21:24:01.4332
21:24:01.433

21:24:01.4332
21:24:01.433
21:24:01.43232

21:24:01.433
21:24:01.433
21:24:01.433
21:

GRID PROTECTION ALLIAMNCE

361.817

213.849

548.207
]

0.27
59.993
-16.896
-16.889
174.201
4.83
-15.707
-16.051
300066.406
299668.531
276,571
469.68
1379.753
1023.152
o

0
39.995
-11.887
-137.335
102.244
-13.874
-137.884
100.206
-15.226
-19.177
133581.922
134329.969
133689.625
309.822
318.581
321.968
133743.266
316.742
]

Amnps:

Amps:

Amps
Hex

Edit
Hz

Degress

Degrees
Degress

GRID
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Review Real Time Values

openPDC Manager - GPA\arkrohne

& openPDC Manager

Home Devices

Outputs

StatusFlag Reference  Display Seftings  Refrash Inerval:

10 sec Last Refresh: 21:24:05.085

Tutorial
User Forum 2014

© 2013 Grid Protection Alliance.

PPA:S0E
PPA:S0Z
PPA:E0S
PPA:S11
PPA:513
PPA:S1S
PPA:E1T
PPA:S1S
PPA:S21
PPA:523
PPA:S0E
PPA:S10
PPA:E12
PRA:514
PPA:E1E
PRA:51E
PPA:E20
PPA:522
PPA:EO7

El @ DANIEL-BIGCRK

Cordova Status Flags
Cumberland

Cumberland Frequency Delts (dF/dt)
Cumberland Frequency

Refresh Rate

Cumberland Status Flags 21
Daniel-Bigcrk

Daniek-Bigerk Frequency Delta {dF/dt)
Danigh-Bigerk Frequency

IEEE C37.118-2005
21:24:01.4332

21:24:01.433
21:24:01.4332
21:24:01.433

21:24:01.4332
21:24:01.433
21:24:01.43232

21:24:01.433

21:24:01.433

21:24:01.433
Caniel-Bigerk Status Flags 21:

open
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361.817 Amnps:
213.849 Amps
548.207 Amps
0 Hex
Edit
0.27
59.993 Hz
-16.896
-16.889 Degress
174.201
4.83
-15.707 Degress
-16.051 Diegress
200066.406
299668.531
276.571
469.68
1379.755
1023.152
U]

0
39.995
-11.887
-137.335
102.244
-13.874
-137.884
100.206
-15.226
-19.177
133581.922
134329.969
133689.625
309.822
318.581
321.968
133743.266
316.742
]
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View Real Time Data

penPDC Manager - GPA\arkrohne
& openPDC Manager

Home Devicas Outputs ¥ itori Manage

Tput Stabus Monitaring

Refrash Interval: 2 sec Last Refresh: 15:28:13.247

El & CORDOVA  Edit
[}

3 I Y B I YA |
Phase Angle

Q|

15:28:10.633

15:28:11,333)

Historical Playback

Process Interval 'Jil 33 ms Start Playbadk |

Start Time | *-10m Stop Time I =

Return to Real-time |

hin] Signal Reference Time Tag Value

a0 0 an

PRASE CORDOVA-FQ 15:28:11.200
PPA; 100 CORDOVA-PAL 15:28:11.200
PPA:102 CORDOVA-PAZ 15:28:11.200
PPA:104 CORDOVA-PAZ 15:28:11.200
ilun—tl'me Statistics: MULTI Refrash Interval: 2 sec

D Statistic
STAT:110& Last Report Time
STAT:1105 Total Frames

STAT:1107 Missing Frames

Tutorial
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Uit
Hz
Degrees
Degrees

Degress

TimeTag
15:28:05.903
15:28:05.903

1E:28:05.503
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View Real Time Data

= openPDC Manager - GPA\arkrohne
& openPDC Manager

Home Devicas Outputs ¥ Ad itoring Manage

Tput Stabus Monitaring

Refrash Interval: 2 sec Last Refresh: 15:28:13.247

HatusFlag Reference | Display Sebings | Save Display Sebtings | Loed Display Seffings

DU

El & CORDOVA  Edit : 3 Real-tima
. P 004 i . ﬂ
™ CORDOVA-DE  -0.53 i — —
E £0.03—

-

o

< T

54,745 Degraes

Phase Angle

Real Time

Q|

21 Degress

Q|

65 Degress I R--Y-

Q|

130.048 Degrees £9.56—]

o oc_ 115:28:10,633 15:28:11,333]
#  Historical Playback

StartTime [=0m Stop Time
Select g = TRt Return to Real-time |
’_ Time Tag Unit |
POlntS tO 15:28:11.200 - e

" 15:28:11.200 5 Degrees
Dlsplay 15:28:11,200 2 Degress

o 15:28:11.200 -64.74% Degrees
i{un—t’me Statistics: MULTI Refrash Interval: 2 sec
D Statistic TimeTag

a0 0 an

9

STAT:1106 Last Repert Tima 28:02.133 185:28:05.503
STAT:1105  Total Frames 301 15:28:05.503

'] STAT:1107 Missing Frames a 15:28:05.503

0]

Tutorial
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View Historical Data

penPDC Manager - GPA\arkrohne

& openPDC Manager

Home Devicas Outputs

Tput Stabus Monitaring

Refrash Inkerval: 2 sec Last Refresh: 15:28:37.690

3 I B S B Y I |

O an

CORDOVE  Edit
CORDOVA-DE

Tutorial
User Forum 2014

© 2013 Grid Protection Alliance.

HatusFlag Reference | Display Sebings | Save Display Sebtings | Loed Display Seffings

DU

50.04-3
60.03—

Historical]

60.02—

50.01—

Phase Angle
Frequency

59965

co oc

— 15:75:05,768]

Historical Playback

Start Time | *-10m

Stop Time I =
Process Interval 'Ji I 33 ms Start Playbadk

Return to Real-time |

hin] Signal Reference Time Tag
PRASE CORDOVA-FQ 15:25:05.966
PPA; 100 CORDOVA-PAL 15:25:05.966
PPA:102 CORDOVA-PAZ 15:25:05.966
PPA:104 CORDOVA-PAZ 15:25:05.966
i{un—t’me Statistics: MULTI Refrash Interval: 2 sec

D Statistic

STAT:110& Last Report Time
STAT:1105 Total Frames

STAT:1107 Missing Frames

open
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Value

Uit
Hz
Degrees
Degrees

Degrees

TimeTag
15:28:35.920
15:28:35.920

15:28:35.520
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View Historical Data

= openPDC Manager - GPA\arkrohne
& openPDC Manager

Home Devicas Outputs ¥ A

Tput Stabus Monitaring

Refrash Inkerval: 2 sec Last Refresh: 15:28:37.690

ing Manage

Current Node:  [aSicS1 Rd| & 00

HatusFlag Reference | Display Sebings | Save Display Sebtings | Loed Display Seffings

L.

U

Review last
10 minutes

a3 7 I

10. 04—
I0.03—

Historical]

10.02—

50—

[B-59-1

T

~  Historical

pis
PPASE

PPA:100

O an

PPA:102

PRA: L
Run-time
D

STAT:110)

Start Time | *-10m
Process Interval 'Ji I 33 ms Start Playbadk Return to Real-time |

Historical

i

\
\

— 15:75:05,768]

Stup'l'lmel"‘ &

Signal Reference Time Tag
CORDOVA-FQ 15:25:05.966
CORDOVA-PAL 15:25:05.966

CORDOVA-PAZ 15:25:05.966

Value Uit
Hz
Degrees

Degrees

imulated Time
Frame

Degrees

TimeTag

15:28:35.520

STAT:1105

STAT:1107

Tutorial
User Forum 2014
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Missing Frames
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openPDC Console

&j(:\_ngram Files\openPDC\openPDCConsole.exe
SGtate of process “"HealthMonitor' has changed to “Processing'.

() The OpenPDC COﬂSOIe State of process "HealthMonitor" has changed to "Processed".
can be used to remotely - _ - :
monitor the details of Lo besunies Bt gld- : KiTohyter 7 see

Process Handle Count . . Total Handles
- Process Thread Count - - - System Threads
OpenPDC Operatlon CLE Thread Count . . . Managed Threads
I gni;ker %}uneaals . . . gctiue in gnui
1 ort Threads . . . ctive in Poo
Thread Queuwe Size - - - Waiting Threads
L] It Can be run Lock Contention Rate . . . Attempts ~/ sec
Process Memory Usage . . . Megabytes
= CLR Memory Usage . . . Megabytes
Independently Of the Large Oh.ject Heap .28 . . Megabytes .
Exception Count . . . Total Exceptions
Exception Rate . . . Exceptions ~ sec
O enPDC Mana er IPv4 Qutgoing Rate . . . Datagrams ~ sec
IPv4 Incoming Rate . . . Datagrans sec

IPv6 OQutgoing Rate . . . Datagrans sec

IPv6 Incoming Rate . . . Datagrans sec

¢ Typlcal Commands Statistics calculated uwsing last 128 counter values sampled every 5.8 seconds.

[Input Adapter Collectionl

- Clients ShOWS Iist Of Process statistics for 14 hours 6 minutes 14 seconds total runtime:

Measurements Per second

Entire runtime 12,746 .161

connections to service
Last minute 375.366
- Health ShOWS health report [Output Adapter Collection]

Process statistics for 14 hours 6 minutes 14 seconds total runtime:

- LiSt DISp|ayS I|St Of dEVICES i Measurements Per second
connections Lact minuee " P55 oka
. . [FPA] 32.780.437 measurements have been processed so far...
— Help Displays list of ;

commands

[MULTI] 12,888,152 measurements have been processed so far...
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Secure Information Exchange Gateway

SIEGate
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The term “Gateway” came from NASPInet

ip};;}. Avps | : NASPInet
'{:;JI;W-U\}-& ._I Phasor 3

- , |
e v ‘_%_' R A Phasor "_F_'

(f—a\ # Gateway - '“:h._‘ pmu |
L1 e =
. i
@ : l Utility C
R e BT 0 iR
Lipmu ) - ; I ° |} =
— L] | pps ]
Apps | o / ; l
O _U_? I_It_}r_jft ____________ R © é Phasor -! | i
Y U 1 i o "> Gateway [ '| S P[#}C .
| o k. |
s Apps : Q | |
fI/i-_“\'l ! I - .
KFJMB/EH o IEREsOr S b o !
=gl / Gateway o !
(PMU ) v | o Apps |
o & Phasor : !
i : Gateway |« i

Taken from NASPInet Specification, 2007
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What is a gateway?

Creates a hardened security buffer between
critical internal systems and external ones

Protects the confidentiality and integrity of
reliability and market sensitive BES data

Facilitates and reduces the cost of BES data
exchange, including synchrophasor data --
both the actual data and the supporting
metadata information for this data as well

GRID
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Current State of BES Data Exchange is Complex

Smart Grid Architecture (Source: NIST)
l_/’ Markets \ / Operations N\ Service Providers 0\

Retailer / /" RTONSO \ /~ Transmission Y / Distribution Ops /" ThirdParty
Wholesaler Ops Ops i
‘
Aggregator S Retail cis
AL MDMS ~Eneray
\ , » Billing rovider m
EF;E;; Entgrprise Enterprise Enterprise / —1:r|:: ! Building
Clearinghouse s Bus Bus anager
/ Agaoregator
- Transmission Metering Distribution ™
e A SCADA System SCADA L
Participant T ( Internet / !
Internet / . = i _;j/ " / -{/ e-Business 7/
e-Business AN yd - /
/ \ i PN
/ \ Electric
IMarket - Vehicle
Services ey Field Area Energy =
- Distributed
Interface Networks Services ;
\ Networks O — Generation
ul Data -
-“# e
Plant Coniral el
Substation Substation _ | Sterage
. LANS Contrall Premises
— DE\riCB Net\‘vo rks
nerators ; T . -
—x> 7 Custorrer > 4 Apoliances
\_ Bulk Generation / Substation L Equipment / \
Device Cistibuted / G
Q Dromain Eleciric Generation Y,
O MNetwork Storage EE T Thermastat
[ Actor \ / EMS
[ cateway Actor \ Transmission GOt
— Cormme Path Distribution /

-

Tutorial
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Current State of BES Data Exchange is Complex

 Multiple Regulated Business
Processes

 Many entities

 Multiple protocols

 Piecewise development of
supplemental information
systems using the internet
for transport

Ml GRID
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PDC vs. SIEGate
Distinguishing Features

« PDC - optimized for time-alignment of many inputs

Accepts inputs from PMUs and other IEDs using the broadest range of formats and
protocols

Provides time-alighnment of data (with delays and loss after time-out)

Allows implementation of adapters that require rapid access to time-aligned data
Publishes multiple time-concentrated streams

Reports and alarms on quality of measurements (signals) and input device status

« SIEGate — optimized for directed data transfer of granular
Information that facilitates a security-layered network design

56
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Manages asynchronous communication of specific measurements (signals) with
other SIEGate nodes

Relays data upon receipt without further delay
Can effectively manage the joining of two semantic models
Reports and alarms on status of communication of data with other gateways
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SIEGate Project Objective

To develop and commercialize a flexible
appliance to enable the secure exchange of
all types of real-time reliability data among
grid operating entities.

SIEGate will be a security-centric edge-device that
- Resists cyber attacks

- Preserves data integrity and
confidentiality

and that integrates and interoperates easily with
existing control room technology.
GRID
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SIEGate Version 1.0
High Level Requirements

e Security Throughout
— At multiple levels: hardware, OS,
application
 High Performance
— Meet real-time requirements
— Scalable to meet growing capacity needs

e Support for subset of power protocols

— DNP3, IEEE C37.118, IEC 61850-90-5,
also Modbus, ICCP and SDX expected
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SIEGate Implementation

SIEGate
Manager (| scADA/
[ ] Application EMS

SE/CA

Gateway

|

EXTERNAL ~

59 Tutorial
User Forum 2014
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DATA Input -
= — Reliability

Channel . < .
> } QOutage

COMMAND Gateway g

Channel Output Data

SIEGate “Data.

Data

FIREWALL
FIREWALL

o
Control Center Infrastructure

Copyright © 2011 Grid Protection Alliance, Inc INTE RNAL
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SIEGate Core Functionality

e Reliably exchange high-sample rate signal values and
timestamps (measurements) with other gateways so
that this information moves between with minimum
time delay

 Enable gateway administrators to easily select the
measurement points which are to be made available

to owners of other gateways

 Enable gateway administrators to easily select the
points that they chose to consume (i.e., the subset of
the points made available to them) from other
gateways

GRID
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SIEGate Core Functionality

(continued)

Detect, log and alarm on communications issues

Be implementable as a high-availability solution that
can meet NERC CIP compliance requirements

Support encrypted communication among gateways
as well as minimize bandwidth requirements for
gateway-to-gateway data exchange

Utilize standard communications, networking and
server hardware

Be easily extensible to support the development of
custom interfaces to the gateway owner’s internal
infrastructure and/or new phasor data protocols
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SIEGate Uses

e Casel

— RCto RC
e Case 2

— TOp to RC

— BAto RC
e Case 3

Outage
Management

— TOp to Distribution
Ops

— BAto BA

— TOp to TOp

Case 4

— RC/Top/BA to Wide
Area Service
Provider (SANFR)

SCADA

e -

Phasor
Data Systems

-

/_

Vendor
Hosted

Apps
J \\

Vendor
Analytics

SIEGate

S

Transmission
Operator

Tutorial
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S

SIEGate

t
ICamclk

SIEGate

SCADA
EMS

SE/CA

Market
Systems

A

Phasor
Data Systems

ISO/RTO
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SIEGate Data Classes

e Real Time Measurements

— Phasor Data
— SCADA Data

e Batch Data
— Disturbance Data
— Planning Data
Possible Future Classes:

‘ Emergency Data (extremely important data)
e Control Commands

GRID
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SIEGate Security Profile

 Avallability — HIGH
 Integrity — VERY HIGH

e Confidentiality -- MODERATE
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Alarming and Notifications

 Bad data quality

e Security exceptions

— E.qg., Integrity failures, connection failures,
access control

o Attestation failures
e Configuration changes
e System health

GRID
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Who “touches” a SIEGate?

 The SIEGate application is like an ICCP
node In a control center

* As a back-office tool, SIEGate Is
administered by specialists, and likely to
become part of critical infrastructure

e For security and compliance, change is
tightly managed

[
Tutorial GRID
o6 UserForum 2014 SIEGate @) o recrion



Who uses SIEGate?

 Entergy and TVA are active current
users with MISO, PJM and Southern
Company scheduling installations

e WECC has Installed and tested the
openPG (the predecessor of SIEGate)

 Dominion and Duke have expressed a
desire to install to examine capabillities
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openHistorian_
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What Is a data historian?

A non-relational database that is optimized
for handling time-based process data

— Data must be in the form of (time, value)

o Effectively handles very large volumes of
data

« High performance read/write operations

« Easy migration of older data to less
expensive, second tier storage media

Tutorial
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Why Install a historian?

« Relational systems are not a good fit for phasor

data
— Do not scale well (record overload & retrieval responsiveness)

— Cost - higher storage consumption per point

— Data backup processes can be problematic (outages and
network congestion)

 Typical Historian uses in a Control Room

Architecture
— SCADA/EMS Data Storage
— Primary Phasor Data Storage
— Second Tier Phasor Data Storage

Tutorial ol
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Who are historian vendors?

e GPA

« OSlsoft PI

« eDNA

 Honeywell Uniformance PHD
 GE Proficicy Historian

e Industrial SQL Server Historian
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Who “touches” a data historian?

e Ahistorian is like an enterprise-wide relational
system (e.g., work management) that’s just for
operational, or process control, data. It requires
diligent administration to enable enterprise-wide
use

* Ahistorian Is used as the common point for
systems to consume operational data in near-
real-time; I.e., within about 1second of real-time

* Many engineers and analysts interact directly
with a historian to obtain historical operating
data
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openHistorian 1.0 vs. 2.0

» Two instances of the » Includes both archiver and
archiver are embedded in server components
the openPDC and openPG

» Completely redesigned

« Data Historian storage engine

» Performance Historian
* Broader range of data types

» Configuration managed « Greater time precision
through openPDC or openPG  Improved storage efficiency
Manager

* Improved performance

> Includes two tools for data » Flexibility in implementation
extraction/display with integrated support for

» Data Extraction Tool other open storage systems

» Data Trending Tool
» Includes an integrated suite

of tools for data extraction

and display GRID
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openHistorian 2.0 Design Goals

e Complete redesign of current historian to
enable the openHistorian to be the nexus for
operational data at all sampling rates

— ACID protects data integrity

Atomicity, Consistency, Isolation, Durability
— High Performance

— Maximum storage efficiency

— High-availability

— Compliant

— Flexibility in deployment for rapid integration
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Planned openHistorian 2.0 Components

e Archival Services

e Extraction Services and API

o Administrator's Console
 Web-based graphing/trending display

 Engineer’s Trending Tool and Screen
Builder

e Operator’s Display
« Alarming / Notification Services
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openHistorian 2.0 Features

Optimized for management of process control and other time-
series data

Very large volumes of data can be efficiently stored and be
made available on line

Both lossless and swinging-gate compression options
available

Real-time data streams can be exported for both the provided
web-based display or other application needs

Horizontally scalable

Easy to install, easy to configure
Low cost of ownership
Performance logging and alarming
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openHistorian 2.0 Features

(continued)

 Condition-based collection

 Data scaling on extract based on a set of scaling factors that
apply over a time range

 Name (tag) translation and support for 61850 naming
« COMTRADE file exports
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openHistorian is ACID Compliant

Atomicity - requires that database modifications must

follow an "all or nothing" rule. Each transaction is said to be
atomic

Consistency - ensures that any transaction the database
performs will take it from one consistent state to another

|solation - refers to the requirement that no transaction
should be able to interfere with another transaction at all

Durability - that once a transaction has been committed, it
will remain so

ACID protects data integrity.
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Who else uses the openHistorian?

e 1.0 Implementations:
— TVA has been a long term user (since 199s)
— Dominion
- PG&E
— Entergy
— Anyone hosting an openPDC

e 2.0 Alpha Implementations:
— OG&E
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openHistorian Screenshots
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Data Extraction

£8 Historian Playback | Export Utility v1.1.197 =1
CSV Input Selection Output Selection
i S trea min g Archive Location: Browse .Ouu:ut Channel: . .
Fl | es D t |c: ‘program files\openpdc\Archive TCP ] LUDP File | Serial |
ata Search Phrase: Clear Find Filename: |sers\arkrohne\Desktop\Output.csv . Browse
|Cordova
[~ Append export to existing file (uncheck for overwrite
v| (PPA:46) _CORDOVA:F | Cordova Frequency ﬂ 22 * g file )
v| (PPA:47) _CORDOVA:DF | Cordova Frequency Delta (dF 1
v| (PPA:48) _CORDOVA:S | Cordova Status Flags
v (PPA:49) CORDOVA-PM1:V " Output data in binary format
H . t . v| (PPA:50) _CORDOVA-PALVH {* Qutput data in plain-text format:
Open Istorian v| (PPA:51) _CORDOVA-PMZ:V {0:Source}:{1:1D}, {Z:Name}, {3:5ynonym 1}, {4:Time}, = |
P I b k Ut'l = v| (PPA:52) _CORDOVA-PAZ:VH {5:UnixTime}, {6:Value},{7:Quality},{8:Description}
aybac ility ¥) (PPA:53) _CORDOVA-PM3:I =
| (PPA:54) CORDOVA-PAZ:IH
v| (PPA:55) _CORDOVA-PM4:I - " Process data as fast as possible
< | D {* Processdataat |30  samples per second

Start Time (in UTC): End Time (in UTC):
[t1j07/2012 17:23:24  =|  [1yj07/2012 17:28:24 7|

Process selected data points in time sorted order

1 %l

Repeat processing of data until stopped

Messages

[11/7 /2012 128:25 completed building 1ist of historic archive files.

openHistorian
Start
Tutorial GRID
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Data Extraction

ﬁ Historian Playback [ Export Utility v1.1.197

Create Output
Format

CSV Input Selection Output Selection

S trea m I n g Archive Location: Browse Output Channel:
Files Dat e+ \program file e |uop  File MCerial |
ata Search Phrase Select Points ear Find Filename: |sers\arkrohne\Desktop\Output.csv . Browse
Cordova

[~ Append export to existing file (uncheck for overwrite
(PPA:46) CORDOVA:F 22 * g file )

(PPA:47) _CORDOVA;Z

dova Frequency -]
| Cordova Frequency Delta (dF I

(PPA:43) : OYA-PM1:Y " Qutput data in binary format

H . t . (PPA:S0) _ DOVA-PAL:VH * Output data in plain-text format:
openrHisionan (PPA:51) _CORDOVA-PMZ:V {0:Source}:{1:1D}, {Z:Name}, {3:5ynonym 1}, {4:Time}, = |
P Ia baC k Util i (PPA:52) _CORDOVA-PAZ:VH {5:UnixTime}, {6:Value},{7:Quality},{8:Description}

y (PPA:53) _CORDOVA-PMZ:I J

(PPA:54) _CORDOVA-PAT:IH

(PPA:55) _CORDOVA-PM4:I =
| | v

Start Time (in UTC): End Time (in UTC):
[t1j07/2012 17:23:24  =|  [1yj07/2012 17:28:24 7|

Process data as fast as possible
Process data at |30 samples per second

ALY

ONe

Process selected data points in time sorted order

1 %l

Repeat processing of data until stopped

Messages

S7/2012 Hed:Hed completed | building 1ist of historic archive files.

Select Timeframe

openHistorian

Start
Tutorial GRID
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CcSsSV
Files

renaing 100

Data Display

@
=

Display

openHistorian

Tutorial
User Forum 2014
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[E Historian Data Viewer M=
File Options
9 <y | 9 55| search: |Cordovd Select All | Deselect Al
Export Display Pz  Name Description
C r | _CORDOVAF Cordova Fraquency
C r |7 _CORDOVA:DF Cordova Frequency Delta (dF/dt)
C r [ _CORDOVA:S Cordova Status Flags
[l r | _CORDOVA-PM1:V
50 | _CORDOVA-PAL:VH
51 | _CORDOVA-PMZ:V
52 | _CORDOVA-PAZ:VH
53 | _CORDOVA-PM3:1
C r 54 _CORDOVA-PAZ:IH
C r 55 _CORDOVA-PM4:1
[l r 56 _CORDOVA-PA%:TH
57 | _CORDOVA-PMS:1
58 | _CORDOVA-PAS:IH
59 | _CORDOVA-PME:L
60 | _CORDOVA-PAGIIH
Last |_5 l—_lmmutes = Chart resolution: 100 samples
[¥ Choase an interval relative to current time
[E Historian Data Viewer M=
@ PP M
60.01 ’
- A J I j
60.01 Archives
W _CORDOVA:F
60.01 \
60.01 M
60.01
60.01= T T T T T T T T T
5:22:36 P 5:22:40 PM 5:22:44 PM 5:22:48 P 5:22:52 PM 5:22:56 PM 5:23:00 PH
5:22:38 PM 5:22:42 PM 5:22:46 PM 5:22:50 PM 5:22:54 PM 5:22:58 PM 5:23:02 M
L)

opernnHi
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CcSsSV
Files

openHistorian

Tutorial
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[E Historian Data Viewer

Select Points

File Options
B 0l | B9 | search: [cordovd Select All | Deselectall || /
Export Display PLE  Name Description ) 4
r I~ |46 | _comrDOVAF Cordova Fraquency | &
[l T |4 | corbova:DF Cordova_Frequency Delta (dFjdt)| &>
C r [ _CORDOVA:S Cordova Status Flags
[l r | _CORDOVA-PM1:V
50 | _CORDOVA-PAL:VH
51 | _CORDOVA-PMZ:V
52 | _CORDOVA-PAZ:VH
53 | _CORDOVA-PM3:1
C r 54 _CORDOVA-PAZ:IH
C r 55 _CORDOVA-PM4:1
[l r 56 _CORDOVA-PA%:TH
57 | _CORDOVA-PMS:1
58 | _CORDOVA-PAS:IH
59 | _CORDOVA-PME:L
60 | _CORDOVA-PAGIIH

Last 5 minutes hd

[¥ Choase an interval relative to current time

Chart resolution: 100 samples

[E Historian Data Viewer
bandltadil Display Trend
60.01: I /
- A J I j
60.01 Archives
W _CORDOVA:F
60.01 \
60.01: M
60.01:
60.01= T T T T T T T T T T T T
5:22:36 PM 5:22:40 PM 5:22:44 PM 5:22:48 PM 5:22:52 PM 5:22:56 PM 5:23:00 PM
5:22:38 PM 5:22:42 PH 5:22:46 PM 5:22:50 P 5:22:54 PH 5:22:58 PH 5:23:02 PM

opernnHi
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